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MUDSReH DATA PORTAL PRIVACY POLICY

PLEASE READ THIS PRIVACY POLICY CAREFULLY BEFORE USING THE SERVICES. IF
YOU DO NOT AGREE TO THIS PRIVACY POLICY YOU MAY NOT ACCESS OR
OTHERWISE USE THE SERVICES AND MUDSReH MAY REMOVE YOU FROM THE DATA
PORTAL.

Effective Date: September 30, 2022

PLEASE READ PRIVACY POLICY CAREFULLY

MUDSReH and its affiliates (“MUDSReH”, “we”, “us” or “our”) highly value and respect the
privacy of the users of the MUDSReH Data Portal Services (“User(s)”, “you” or “your”) and therefore
we invest great efforts and resources in order to optimize your privacy.

This privacy policy ("'Policy”) outlines our privacy practices solely with respect to the personal
information of our direct Users (i.e. users who approved the Terms of Use and opened
(registered for) an Account).

Therefore, if you are not a User — for example, if you are represented by one of our Users (i.e.
your organization) — but nonetheless believe that we may have in our possession personal
information pertaining to you, please be advised that all data processing activities with respect
to your personal information are conducted in accordance with our Users’ instructions. Our
engagement terms provide our Users with sole and ultimate discretion to determine the
purposes and manner in which your personal information is processed by MUDSReH.

If you are represented by one of our Users and have any requests concerning your personal
information or any questions about the processing of your personal information, please contact
your organization.

If you are a direct User of the Services, we remind you that all third-party information provided

by you is governed by the Terms of Use.

We will collect information that identifies you only if it is provided by you with your explicit consent.
However, please note that we may also collect certain information that identifies you, without your
consent, if:

v such data is required for rendering the Services to you,
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v"such data is required for complying with legal obligations, such as a court or regulatory order
or in response to the authorities;

v such Data is required for our legitimate purposes (or the legitimate purposes of those acting
in our behalf) which will be broadly described below under the “How We Use the Data We
Collect and Store and for what Purposes” section.

If you reside or are using the Services within a territory governed by privacy laws which determine
that consent is the only legal basis for the processing of the Data, by using the Services you hereby
consent to the processing of the Data for all purposes detailed in this Policy.

This Policy provides for the following aspects:

1. WHAT DATA WE COLLECT
A. Information you provide us or give us permission to obtain.
When you register to the Services, whether directly or indirectly through your organization, you may
be required to submit certain details about yourself. This may include, among others, your name,
phone number, email address, name of organization, your position in the organization and location.
B. Information we collect from your use of the Services.
Technical information: we collect information about the device and applications you use to access
the Services, such as your Internet Protocol (IP) address, the type of device you are using the Services
on, Device ID, hardware model and hardware settings, operating system version, any unique device
identifiers, and crash data reports.

This collection of information is subject to your approval upon Request for access and data usage.

Our web server keeps log files that record data each time a device accesses the server and those log
files contain data about the nature of each access. We may also access and collect usage data about
you when you interact with the Services, such as the nature of each access, your communication with
other Users and third parties, access times, cookies data, and additional related metadata, such as the
time, date, and place of your usage.

Cookies A cookie is a small text file that is stored on your web browser for record keeping purposes.
Cookies can only be read by the server that sent them, and they cannot read data from the storage of
the device. We (including through our service providers) may use cookies (and similar technologies)
to collect and store certain information, such as your registration information, language preferences

and other account settings, so you don't have to set them up every time you use the Services. You
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may, at all times, delete or decline cookies by changing your device/browser settings. However, if
you refuse to accept cookies, we may not be able to provide many features of the Services properly.
Aggregated information we may also gather statistical and aggregated information originating from
our users which may be combined with additional non-identifiable information collected from other
sources, regarding the use of the Services. This information will be anonymous and will not allow,
by reasonable means, to identify — or to be attributed to — a specific user.

To avoid doubt, any non-personal information connected or linked to any personal information shall
be deemed as personal information as long as such connection or linkage exists.

We may use non-personal aggregate information for internal, research, or development and we may
also share such information with our partners, affiliates or other third parties, including advisors, for

the purpose of conducting a general project analysis.

2. HOW DO WE USE THE DATA WE COLLECT AND STORE AND FOR WHAT
PURPOSE?

We will store and process your information for the following purposes:

A. Ongoing operation and performance of the Services and our internal monitoring - for
example, for recognizing you as user of MUDSReH and allow you the use of the Services.

B. Support and communication with Users - for example, to contact you in order to provide
the most efficient support.

C. Advertising the Services - we may send you newsletters, updates, research awards and other
information that may interest you by e-mail or other means.

D. Compliance with laws — in order to comply with all applicable laws, regulations and legal
processes, protect your privacy, prevent illegal activities, enforce applicable terms of use and
protect MUDSReH, and MUDSReH users’ rights as well as other third-parties’ rights.

E. Additional legitimate interests, including:

o Preventing and responding to fraud, inappropriate use or abuse of the Services;

o Preventing or addressing technical or security issues;

o Fulfilling our commitments to our partners or other third-parties;

o Internal research for the purpose of evaluating the use of the Services, developing new
features for the Services and improving user experience;

o Advertising of the Services;
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o Ensuring the protection of our rights, security and property (and those of our partners,
contractors and users);

o Various legal purposes, such as the establishment, exercise or defense of a legal claim.

3. SHARING OF INFORMATION
Your Sharing of Data
The Services allow you to share information within the Services or through third-Party’s platforms.
Any such sharing is ultimately controlled by you and you will bear all risk and liability with respect
to this sharing. We encourage you to exercise discretion before any such sharing.
Our Sharing of Data
We will not share your Data with third parties, except in the following instances:
A. When we have received your permission. This includes sharing information as described in this
Policy or otherwise with third party services when you have chosen to use our Service features which
interact with these third party services.
B. When we engage third parties to process Data on our behalf. Such third parties' use will be
subject to our explicit instructions and in compliance with this Policy.
C. With our affiliates. This relates to entities that are legally part of the same group of Grants that
we are part of (DS-I Africa), or that become part of that group.
D. In case of a change of control. If we engage in a merger, acquisition, bankruptcy, dissolution,
reorganization, or similar transaction or proceeding, we may transfer the information to our new
owner.
E. (i) As a response to a legal request (such as a court order, search warrant or subpoena) if we
believe that we are required to do so by any applicable law; or (ii) when we believe that such
disclosure or use is necessary in order to reveal, prevent and address fraud and other illegal
activities; enforce this Policy or the Terms of Use, including in order to investigate potential breaches
thereof; protect our rights, property or safety, or those of our users or members of the public from
harm, as required or permitted by applicable law; and prevent death or imminent bodily harm.
G. Non-Personally Identifiable Information. We may also share aggregated or non-personally
identifiable information that we collect and share as broadly described above under “what data we

collect” section.

4. SHARING OF INFORMATION
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Right of Access - since most of your personal information is provided by you or your organization
you have full access to your Data directly through the Portal or through your organization.
Right to Rectification - you are entitled to correct/update your Data at any time by editing your
Account details. You are responsible to make all necessary changes to correct any information in
your Account which is inaccurate, incomplete or outdated. Please keep in mind that false, incorrect,
or outdated information may prevent you from registering to the Services and impair our ability to
provide you with Services. If you have a reason to believe we possess incorrect Data relating to you,
you may also request the amendment of such Data.
Right to Erasure - you may contact us at all times with a request to delete your Data. We will comply
with this request and delete any Data which is associated with you, to the extent possible. However,
you should be aware that we use backup systems in which your Data is stored without the ability to
delete it immediately upon request. Therefore, we may require an additional short period of time until
we are able to fully delete all traces of your Data.
Nonetheless, for legal reasons, organizational reasons or in order to prevent fraud, we may retain
certain specific information relating to you. In any event, your request for deletion will be recorded
and will not be deleted.
In addition, under certain circumstances you may have the right to object to the processing of the
Data and to export certain Data to another service.

5. DATA RETENTION
We only retain your Data while your Account remains active or for as long as it is necessary to achieve
the purposes mentioned in this Policy. After discontinuation of the respective purpose or if you have
terminated your Account, the corresponding Data may be deleted. In addition, Data may also be
deleted upon your request (see above).
Please note that we may need to retain certain information about you for legal and internal purposes
even if you delete your Account with us. This includes, among others:

o Data which is required to prevent fraud or abuse of the Services;

e Data which is required for our internal security purposes;

o Data which needs to be retained for bookkeeping and accounting purposes, in order to comply

with legal or regulatory requirements or to exercise any legal right.

We will retain the minimum Data required for those purposes.

6. HOW DO WE SECURE YOUR INFORMATION?
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We consider data security a top priority and we do our best to keep your Data secured. For that
purpose, we practice administrative, technical, and physical security procedures to help protect the
information you provide us.

Although we do our best to protect your Data, unfortunately, no method of transmitting or storing
electronic data is ever completely secure. Therefore, you cannot reasonably expect, and we cannot
promise or guarantee that such information will be immune from any wrongdoings, malfunctions,
unlawful interceptions or access, or other kinds of abuse and misuse. Please be aware that we may
use third-party cloud service providers that provide hosting, data storage and other services pursuant
to their standard terms and conditions that are generally non-negotiable, and accordingly, we may be
unable to impose contractual obligations on them with respect to the measures they use to protect
personal information.

If you have reason to believe that your interaction with us is no longer secure (for example, if you
feel that the security of any account you might have with us has been compromised), please
immediately notify us of the problem by contacting us in accordance with the "Contact Us" section
below.

7. EXTERNAL LINKS AND THIRD-PARTY SERVICES
Our Services will also be rendered through or integrated with third-party platforms, e.g. cloud
compute platforms such as Google, TERRA, eLwazi, etc., and may contain links to third party
applications, websites, advertisers, services, offers, or other events or activities that are not owned or
controlled by us. We have no control over these third-party interactions and assume no responsibility
or liability for the content, privacy policies, performance or practices of any third party interactions.
In addition, we will not and cannot censor or edit the content of any third-party site.
If you use the Services with any third-party’s platforms or access any third party's website, service,
or content from the Services, you do so at your own risk. By using the Services, you expressly release
MUDSReH (and its owners, officers, employees, agents, affiliates, or licensors) from any and all
liability arising from your use of any third-party interaction including without limitation third party’s
website, information, materials, products, or services. Accordingly, we encourage you to be cautious
and to read the terms and conditions and privacy policy of each third-party interaction that you use.
You further agree that you are solely responsible for compliance with third-party policies and terms
in connection with your use of the Services and acknowledge that MUDSReH will not be held

responsible for your non-compliance with such third-party policies and terms.

WE ARE NOT RESPONSIBLE FOR THE PRIVACY PRACTICES OR TERMS OF ANY THIRD
PARTIES.
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8. PROTECTION OF CHILDREN’S PRIVACY

The Services are not directed to individuals under the age of eighteen (18).

IF YOU ARE UNDER 18 YEARS OF AGE, YOU MAY NOT USE OR ACCESS THE SERVICES
AT ANY TIME OR IN ANY MANNER.

Protecting the privacy of young children is especially important. We will not knowingly collect or
maintain Data from individuals under the age of sixteen (16). If we learn that Data of persons under
16 years of age has been collected by us on or through the Services, we may take the appropriate
steps to delete such information.

9. CHANGES TO THE POLICY
We are constantly seeking to improve our privacy practices. Accordingly, we may amend, change,

update or modify this Policy from time to time.

Please take a look at the “LAST UPDATED” legend at the top of this page to see when this Policy
was last revised. Any such revision or modification will become effective immediately upon posting
of the revised Terms on our website.

Your continued use of the Services following the posting of revised Policy means that you accept and
agree to the changes. You are expected to check this page frequently so you are aware of any changes,
as they are binding on you.

10. CONTACT US

For any questions (or comments) concerning these Terms, you are welcome to send us an email

at: helpdesk.mudsreh@must.ac.ug and phone contacts below. We will make an effort to reply within
a reasonable timeframe

Phone Contacts: +256700497421/+256706197961

You may also:

e Contact our Legal Officer at tmugumya@must.ac.ug

e Lodge a complaint with your local data protection authority for any inquiry or complaint.

P.0.Box 1410, Mbarara Uganda,
Tel: +256 41 4671612
Website: www.must.ac.ug
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